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Introduction by Malcolm McKinnon, CEO of SITPRO

The trading community faces a serious security threat - not from terrorists, but from increasing
measures being put in place in the name of security that affect the international supply chain.
The stated aim of these measures is to improve border security, a goal no-one would oppose.
However, over the last few years, we have seen an avalanche of such initiatives presented by
governments nationally, regionally and internationally, and new requirements are being
introduced all the time. This creates uncertainty for traders that have to comply with them,
together with a compliance cost in the form of changes to their own control and data
management systems to meet them - costs which ultimately get passed onto the consumer.

Although none of the terrorist atrocities of recent years were caused through trade, governments
rightly feel that they cannot leave the trade 'stable door' open, if it ever was. Most of the new
measures address sensible concerns - indeed some of them could be in the interest of business
and, if implemented appropriately, actually facilitate trade. However, the measures have been
introduced piecemeal with little prior consultation with those that have to implement them. The
time has come to take stock of what has been implemented and is proposed, to address issues
concerning duplication of effort and conflicting approaches, and to establish a stable foundation
upon which a more secure supply chain can be built.

SITPRO commissioned this report to identify the security-themed trade procedures and controls
that may apply to UK businesses involved in international trade and to summarise recently
implemented initiatives and current proposals. In developing the framework for this report, we
asked Dr Olivia Bosch of Chatham House to work with SITPRO on conducting initial research,
and then Dr Andrew Grainger to complete the work into a final report. It is based not only upon
the primary legislation and published information about forthcoming proposals, but also upon the
experiences of the international trade practitioners who contribute to our work and of SITPRO's
own staff, who continue to impress that the supply chain should be efficient as well as secure.

This report is a milestone in the work by SITPRO and its stakeholders on the issue of supply
chain security and should be a valuable resource for the UK trading community, but it is not our
final destination. Having identified the threats and opportunities that these initiatives present,
SITPRO is committed to working with traders, governments and other international bodies to
eliminate the wasteful overlaps between similar initiatives, to reduce the costs and complexity
associated with compliance, to identify and develop the potential benefits for traders and to turn
this collection of separate initiatives into a single vision of a secure supply chain. 

The threat of new security initiatives is still there, but by working together we can ensure that
new measures enhance, rather than obstruct, the working of existing supply chains.
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Background

Over the last few years UK traders and operators have witnessed an avalanche of new security
motivated controls and initiatives. These measures add further to what is already a complex
regulatory environment. Recently added initiatives include, amongst others, the Authorised
Economic Operator concept, the soon to be implemented requirements for Customs pre-
departure and pre-arrival declarations, the Immigration, Asylum and Nationality Act (2006), the
UK implementation of SOLAS and the ISPS Code, and Programme Cyclamen. In addition, there
are a wide range of third country initiatives - especially from the USA - which have a direct
impact on UK firms trading with these countries or with operations in these countries. This review
provides an overview of the security initiatives that apply to UK trade operations today and the
ways in which players in the supply chain are affected. The report will form part of the
background to SITPRO's ongoing trade facilitation and security programme.

With 155,000 registered importers and exporters and year on year growth, trade in goods plays a
significant part in the UK economy. In 2006 the value of goods traded with non EU countries was
close to £232 billion. The value of goods traded between the UK and other Member States of the
European Union was worth a further £313 billion.1 For most UK businesses trade is a complex
logistical task. It requires the engagement of many specialists and intermediaries. Moreover, all
businesses involved in trading and moving goods need to ensure that they are compliant with a
wide range of trade and customs procedures. Seldom does any one business or government
body have full visibility of all operations that are required to facilitate trade. Nor are there fixed
trading practices: deciding who has responsibility for what is at the discretion of the transacting
parties. For example, depending on the Incoterm 2000 used, commercial and regulatory
obligations can lie with the buyer (EXW), the seller (DDP) or both (any of the remaining 11
Incoterms).2 In most commercial relationships a wide range of intermediary and agency services
will be used to enable the transaction.3

The form and shape of a supply chain can vary from one trade transaction to the next. Typically,
intermediaries include a transport operator or freight forwarder, a commercial bank and a range
of specialist agents - even where buyer and seller are part of the same organisation  (e.g. in
instances of intra-firm trade). Adding to this complexity, intermediaries are likely to further
subcontract specific tasks to specialists. For example, a trader may use the services of a freight
forwarder who will then contract the shipment to a shipping line, the customs declaration to a
specialist broker and inland transport to a separate haulage company.
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1 HMRC/UKTradeInfo [http://www.uktradeinfo.com] (Accessed 18/11/2007)
2 ICC, Incoterms 2000 (International Chamber of Commerce, Paris, 1999)
3 Grainger, Andrew, "Supply chain security: adding to a complex operational and institutional environment" in World
Customs Journal, Volume 1, Number 2, September 2007 [http://www.worldcustomsjournal.org/index.php?resource=17]



The regulatory side of trade operations is no less complex. Trade activity is governed by a range
of control regimes and customs procedures. Additionally there are other regulatory measures
that indirectly affect trade. In the UK, it is easy to count more than 60 distinct trade procedures.4
Each of these procedures carries a transaction cost. Transaction costs can be direct, relating to
preparing and submitting information, buying IT systems to facilitate compliance or the effort
involved in physically presenting goods to executive agencies. Transaction costs can also be
indirect, subsequent to delays, hold-ups at the border, missed business opportunities or
competition from businesses operating in less complex regulatory environments.5

Procedures tend to target goods, the transportation that moves them, the people that operate
them and the businesses and operators that manage or provide the infrastructure to make trade
happen (for example, manufacturers, ports, warehouse operators, transit shed operators, freight
forwarders and transport companies). In the UK it is not uncommon for logistics operations to be
run in tandem with passenger movements, especially if moving cargo by air or on ferries. In
these instances passenger specific controls, like immigration checks, have a further impact on
trade and freight operations.

Broadly, regulatory control in trade concerns itself with revenue collection, safety and security,
environment and health, consumer protection and trade policy (Annex 1). Within this regulatory
environment 'security and safety' is a significant component. The recent addition of new security
focused initiatives, without replacing, modernising and reforming existing trade procedures, adds
to the regulatory burden suffered by UK businesses.
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4 Linington, Gordon, "Single Window Cost Benefit Analysis Study" (SITPRO Ltd., London 2005)
[http://www.sitpro.org.uk/reports/sitproitswrpt.pdf] and Grainger, Andrew, "Trade Facilitation: A Review" Working Paper,
(Trade Facilitation Consulting Ltd., 2007) [http://www.tradefacilitation.co.uk/content/view/17/39]
5 OECD, "Quantitative Assessment of the Benefits of Trade Facilitation", Working Party of the Trade Committee,
OECD, TD/TC/WP(2003)31/Final (2003)



The Regulatory Environment of Trade and Security

The recent avalanche of security initiatives has given the impetus for commissioning this review.
However, security focused controls in international trade have always been a feature in the
control and governance of international trade and a wide range of security concerns and control
objectives can be identified within the UK's regulatory environment. These include supply chain
security, anti-terrorism, crime, food security, bio-security, prohibitions and restrictions, fiscal
security and anti-smuggling, money laundering, immigration control, public safety, safety of staff
and the safety of critical infrastructure.

For ease of reference and analysis, these wide-ranging security objectives can be grouped (as
seen in Table 1) into four categories: 
1. Umbrella: aimed at security risks in their broadest sense
2. Goods specific: aimed at risks specific to individual types of goods
3. Control specific: aimed at meeting narrowly specified control objectives
4. Safety: concerning the safety of staff and use of critical infrastructure

Regulations are not only placed upon trade in a top-down approach from governments. For
many sectors of the supply chain, self-regulation through the use of industry agreed standards is
commonplace. In addition businesses apply their own, commercially driven layers of protection
from unforeseen risks including normal due-diligence practices (e.g. collecting references, credit
checking, signing of contracts and specification of guarantees) and insurance instruments. 
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Table 1: Security Categories and Objectives

Category Objectives
1 Umbrella Supply chain security: Identify risks before goods move

Anti-terrorism: Ability to build intelligence, identify and respond to
threats
Crime: Build intelligence, prevent, interrupt and stop criminal
activities

2 Goods Specific Food security: Ensure food is available and safe for consumption
Bio security: Prevent harmful diseases and substances from
threatening UK life and welfare
Prohibitions and restrictions: Ensure that sensitive or dangerous
goods and technologies are only traded and handled within pre-
specified criteria and only by licensed operators, traders and
individuals

3 Control Specific Fiscal Security and anti-smuggling: Collect revenues, prevent and
stop smuggling
Money Laundering: Identify illegal financial transaction
Immigration Control: Identify people
Pre-notifications and summary declarations: Collecting regulatory
information in advance of subsequent declarations

4 Safety Specific Public safety: Welfare and safety of the wider public consuming or
using goods
Safety of staff: Welfare and safety of people handling and moving
goods
Safety of critical infrastructure: Ensure that critical infrastructure is
protected; ensure that contingency plans are in place should
infrastructure and systems fail

5 Commercial Business security: Ensure that risks associated with business and
international trade are managed within the firms appetite for risk
(e.g. due-diligence, insurance instruments, MoUs)
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When examining operations at the UK's border (ports) and across the wider supply chain at least
37 new and existing security themed procedures and controls can be identified. These are
summarised in Table 2. Specific control targets have been indentified in some of the procedures: 
1. The goods moving across the border; 
2. The people moving or accompanying the goods; 
3. The vehicles moving the goods; or 
4. The businesses and operators that manage or provide the infrastructure to make trade

happen.

Table 2: Security Procedures and Controls in International Trade

UK Security Procedures and Controls
1 Authorised Economic Operator
2 Container Security Initiative
3 Secure Operator - proposal
4 "Known Shipper" (Aviation)
5 ISPS Code and SOLAS Convention

(Maritime)
6 ISO 28000
7 Customs and Trade Partnership Against

Terrorism
8 TAPA-FSR
9 MATRA
10 Export Controls (Precursor Drugs)
11 Import Licences (Carcinogenic substances)
12 Rough Diamond Certificate
13 Export Controls (End-use and Destination)
14 Export Controls (Technology, Dual-use &

Military)
15 Medical Equipment Licensing
16 Medicines and Drugs Licensing
17 Animal Health Controls and Licensing
18 Plant Health Controls and Certificates
19 Food and Hygiene Controls
20 Bio Terrorism Controls for USA
21 Secure Freight Initiative (100% freight

screening)
22 Customs Pre-notifications (Security)

23 Use of additional scanning equipment (e.g.
x-ray scanners, scanning for radioactive
materials, scanning for explosives, etc.)

24 Immigration Controls (passengers)
25 Immigration Controls (vehicle operators)
26 Financial crime and terrorist financing,

restrictions and controls
27 Prior Ship-notification
28 Road Operator Licensing
29 Immigration (outward) - as proposed under

eBorders
30 Dangerous Goods Declarations (Air)
31 Dangerous Goods Declarations (Rail)
32 Dangerous Goods Declarations (Sea)
33 Dangerous Goods Declarations (Road)
34 Compliance with specified Health and

Safety procedures for the handling of
goods

35 Formal Cooperation Agreements between
Businesses and Executive Agencies
(including MoUs)

36 Due-diligence activities (e.g. contracts,
guarantees, letters of credit, request for
references, credit checking etc.)

37 Commercial Insurance
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The number of government agencies involved in setting the policy and enforcing these controls
and procedures is considerable. Government stakeholders include all those executive agencies
which are directly responsible for controlling the cross-border environment and administering the
applicable procedures. Government stakeholders also include all those bodies which define
relevant policy. In the UK, executive powers and policy making are usually kept at arms-length,
which subsequently adds a further layer to the governance of security controls and procedure.
The identified government stakeholders are listed in Table 3.

Table 3: Government Stakeholders

Government Stakeholders

Each of the identified security controls and procedures rely on businesses declaring and
presenting information to the relevant executive agencies. Where controls are focused on
physical inspections they rely on businesses presenting their goods for examination. Considering
the complexity of international trade and diversity of businesses involved in international trade,
the subsequent list of business stakeholders is long. However, for ease of referencing, they can
be summarised into three categories (as in Table 4). These are: 
1. Traders
2. Transport and related services
3. Facilities and infrastructure

Executive
• HMRC
• Port Health Authorities
• BERR
• Civil Aviation Authority
• Health and Safety Executive
• Border and Immigration Agency
• HM Treasury
• Maritime Coastguard Agency
• MHRA
• Plant Health Inspectorate
• Police
• The Traffic Commissioner
• Vehicle Operators Agency
• US Customs (export controls at UK ports)
• US Food and Drug Administration [for the

authorisation of food exporters]

Policy
• HM Revenue & Customs
• Department for Transport
• Home Office
• Department for Business, Enterprise and

Regulatory Reform
• DEFRA
• Food Standards Agency
• Health and Safety Executive
• HM Treasury
• Plant Health Inspectorate
• State Veterinary Service
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Table 4: Business Stakeholders

Business Stakeholders

Having identified and categorised security objectives (Table 1), procedures and controls (Table 2)
and stakeholders (Tables 3 and 4) it is now possible to bring all the data together into one
summarising table (Table 5). This table provides a stand-alone reference point for all trade
related security themed controls and procedures that are currently in place or under
consideration. The table's format and categorisation enables cross-referencing to control targets
and it also indicates which business stakeholders carry the primary burden.

1. Traders
• Small and Medium Sized Enterprises
• Large and Multinational Enterprises
• Foreign Firms and Investors
• Exporters/Importers: operating within one

industry
• Exporters/Importer: operating across

industries
• Distributors and Retailers
• Buyers’ and Sellers’ Agents
• Foreign Companies Exporting to the UK

from Developed Countries
• Foreign Companies Exporting to the UK

from Less Developed Countries

2. Transport and related services
• Shipping Lines
• Ferry Operators
• Airlines
• Trucking and Haulage Companies
• Railway Companies: operating

international routes
• Logistics Service Providers
• Freight Forwarders
• Customs Brokers
• Banks and Finance Companies
• Insurance Companies

3. Facilities and infrastructure
• Seaports
• Ferryports
• Airports
• International Rail Terminals
• Inland Container Ports
• Port Operators and Stevedores

• Cargo Handlers and Handling Agents
• Warehouse Operators
• Transitshed Operators
• Port Community System Providers
• IT Service Providers
• IT Systems Developers
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Legislation and Programmes

Having examined the wider security field within trade operations with focus on security driven
procedures and controls, this review now takes a closer look at the more recently rolled out
security initiatives and their underlying legislation and programmes. The vast majority of UK
security initiatives are part of a wider international effort of governing trade procedures and
controls. Therefore, this review also needs to take account of all the non-UK schemes within
wider international, European and bilateral frameworks. There are multiple institutional layers
which determine the UK trade environment and subsequent security measures. These layers
are: 1) the international level; 2) the European level; 3) the third country level; and 4) the national
and local level.

Many of the recent developments in the area of trade and security have been driven by
international institutions such as the International Maritime Organisation or the World Customs
Organisation. Once agreed, international instruments (or recommendations) are transposed into
European and national security programmes. Other security programmes that have been rolled
out in the UK have their origins in European or bilateral initiatives, including the EU's security
amendments to existing customs legislation or the unilaterally applied security initiatives set by
US agencies - and directly applicable to UK exporters to the USA. Finally, there are the home-
borne security initiatives, which are responses to UK security concerns that go over and above
those negotiated at international or regional institutions. Examples include the UK's Immigration,
Asylum and National Act, the e-Frontiers initiative and Programme Cyclamen. 
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Initiatives

International Initiatives

World Customs Organisation (WCO)
The SAFE Framework of Standards, adopted in June 2005, aims to establish globally applicable
Customs control standards to increase supply chain security while facilitating legitimate trade
and promoting certainty and predictability. WCO standards are not mandatory, but serve as
recommended practices. Implementation is voluntary and left to each member government to
enact in accordance with its national capabilities. As of September 2007, 148 countries had
submitted declarations of intent to implement the SAFE Framework. In the EU it is a guiding
instrument within ongoing customs reform.

SAFE comprises of 17 standards balancing security and trade facilitation measures and seeks to
improve compliance and the collection of Customs duties, particularly in developing countries.
The 17 standards are grouped under two pillars: i) Customs-to-Customs network arrangements;
and ii) Customs-to-business partnerships. The standards under the first pillar mainly concern
enhancing the enforcement capabilities of Customs authorities and cooperation and
communication between them. It is believed that through requiring advance electronic
submission of cargo information and introducing risk assessment and inspection procedures, for
example, Customs will improve capabilities to detect high risk consignments.

The major standard under the customs-to-business pillar is the introduction of the 'authorized
economic operator' (AEO) scheme. Under this scheme parties involved in the international
movement of goods who are willing to comply with pre-determined security standards and 'good
practices' can acquire AEO status and thereby enjoy appropriate incentives or benefits provided
by customs authorities (e.g. facilitation in customs controls and procedures).  The development
of the WCO Guidelines for AEOs (adopted in June 2005 and integrated in to the SAFE
Framework in June 2006) was significantly influenced by the USA's C-TPAT and the EU's AEO
schemes.

International Standards Organisation (ISO)
ISO 28000 is an international security standard that specifies the requirements for a security
management system, including those aspects critical to security assurance of the supply chain. It
has been developed by ISO and is applicable to all sizes of organisation, in manufacturing,
service, storage or transportation at any stage of the production or supply chain. There are
legislative and regulatory codes that address some of the requirements in ISO 28000 and thus
the ISO standard does not intend to require duplicative demonstration of conformance.

13A UK Review of Security Initiatives in International Trade



Similar to other ISO accreditation schemes (e.g. in quality assurance), it is voluntary and
requires companies to undergo an assurance process. The standard aims to help businesses to:
a) establish, implement, maintain and improve a security management system; 
b) assure conformance with their stated security management policy; 
c) demonstrate such conformance to others; 
d) seek certification/registration of its security management system by an accredited third party

certification body; or
e) make a self-determination and self-declaration of conformance with ISO 28000.

International Maritime Organisation (IMO)
The IMO responded to the terrorist attacks of 11 September 2001 with the creation of the
International Ship and Port Facilities Security Code (ISPS) to establish obligatory security
standards for the maritime sector. The ISPS Code aims to protect the maritime sector (including
shipping companies, ships and port facilities) from serious crimes of violence, usually associated
with acts of terrorism. Adopted in December 2002, the Code is an amendment to the 1974
Safety of Life at Sea (SOLAS) Convention which is the main international treaty concerning the
safety of merchant ships and ports and keeps abreast of related technical developments.  The
ISPS Code (or Chapter XI-2 "Special measures to enhance maritime security") entered into force
on 1 July 2004. In particular, it concentrates on improving the security of the interface between
the ship and associated port facilities.

Prior to entering, or while in a port within the territory of a contracting government, ships must
comply with the requirements of the security level set by that contracting government. The ISPS
Code also defines ship security to include certification of crews and port staff as secure. The
Code was made applicable in the UK's jurisdiction on 31 March 2004 when it was enacted into
EU law by Regulation (EC) No. 725/2004 of the European Parliament and of the Council on
enhancing ship and port facility security.

Transported Asset Protection Association (TAPA)
TAPA draws its membership from many larger multinational manufacturers, especially within the
high-tech industry. The aim of the association is to unite global manufacturers, freight carriers,
law enforcement agencies and other stakeholders with the common aim of reducing losses, like
theft, from international supply chains. The association promotes the use of worldwide security
standards and best industry practices, including its Freight Security Requirements. TAPA's
Freight Security Requirements have been established by security professionals within the high-
tech industry to address the nature by which high-tech products and materials are handled,
warehoused and transported. The standards are intended for manufacturers as well as their
suppliers and service providers.
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EU Initiatives

Safety and Security Amendment to the Customs Code and its Implementing Provisions
EC Regulation 648/2005 and its implementing provisions (Regulation 1875/2006) introduces a
group of measures aimed at tightening up security around the international movement of goods
through the use of better targeted and faster security checks.

As of 1st July 2009, traders will be required to electronically submit to Customs advanced
information (pre arrival/ pre departure declarations) on goods entering and leaving the EU.
Elements of the Regulation's implementation also include a comprehensive overhaul of existing
customs systems and extensive changes to trade data requirements and supporting systems.
They also include (as of early 2007) a common risk management framework to improve risk
based controls, which is to be fully computerised by 2009.

A main element of the Regulation is the creation of the European Union's Authorised Economic
Operator (AEO) concept, aimed at offering a less burdensome customs treatment to suitably
authorised traders. Customs can grant traders one of three types of AEO status: i) Customs
Simplifications; ii) Security and Safety; or iii) combined Customs Simplifications/Security and
Safety. Although granted by one Member State and recognised by all 27 Member States, this
status does not automatically confer the right to receive simplifications provided in a non granting
State. The initial benefits associated with AEO authorisation are, according to many business
responses, considered to be insubstantial. The provisions for the AEO programme entered into
force on 1st January 2008, at which time sixty companies had already applied to HMRC.

Modernised Customs Code (MCC)
The MCC is expected to deliver a more comprehensive reform programme than the Security
Amendment and its subsequent changes to procedures and requirements, all place further
burdens upon business stakeholders. The MCC includes a number of additional incentives for
AEO: participation in centralised clearance; EU wide interoperability of IT systems; and
simplification in the administration of customs procedures. Through all of these measures, the
European Commission seeks to balance facilitative measures for compliant traders making
efforts to secure their part of the supply chain and the introduction of effective security controls.

Enhancing Supply Chain Security Proposal
On 27 February 2006 the European Commission's DG Transport and Energy issued
Communication COM(2006)79 on "enhancing supply chain security" proposing a Regulation on
greater protection for all European freight transport against possible terrorist attacks. This
proposal, and its Annex (COM(2006)256), builds on the 2003 "secure freight" consultation. The
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objectives of the Commission's proposal are: to increase the level of security along the supply
chain without impeding the free flow of trade; to establish a common framework for a systematic
European approach without jeopardising the common transport market and existing security
measures; and to avoid unnecessary administrative procedures and burdens at European and
national level.

The proposal includes a mandatory system for Member States to create a security quality label
("secure operator") which can be awarded to operators in the supply chain meeting European
minimum security levels. Businesses meeting the "secure operator" label will, according to the
proposal, receive incentives from the Member States governments and enjoy commercial and
competitive benefits. The status of this proposal is at present uncertain.

Third Country Initiatives: USA

There are a number of third country (non-EU) initiatives that have a direct bearing on UK traders.
Of particular note are those issued by the USA, the UK's largest export market with goods worth
£31.9 billion. US security initiatives include C-TPAT, CSI, SFI and the Bioterrorism Act.

Customs and Trade Partnership Against Terrorism (C-TPAT)
Created in November 2001, C-TPAT is a voluntary government to business (including non-US
based businesses) partnership scheme. It seeks to build cooperative relationships that develop
and strengthen security systems within international supply chains and U.S. border security.
Companies participating in C-TPAT sign an agreement to perform an internal appraisal of the
security of their supply chain using the standards of the program. These include security
procedures, physical safety, security personnel, training and instruction, access controls,
transportation security, and more. In turn, US Customs promise to confer preferential treatment
to those businesses singed-up to the partnership. Through this initiative, U.S. Customs and
Border Protection (CPB) is asking businesses to ensure the integrity of their security practices
and communicate and verify the security guidelines of their business partners within the supply
chain.

Container Security Initiative (CSI)
CSI uses risk assessment criteria to preselect high risk containers destined for the USA prior to
their loading onboard a ship at a foreign port. This programme was established by CPB after the
terrorist attacks of 11 September 2001 to prevent the use of legitimate container trade for acts of
terrorism. It was initially focused on the 20 largest maritime ports in the world, having a high level
of commerce with the United States. The CSI programme now has 58 ports in its fold including
Felixstowe, Liverpool, Thamesport, Tilbury, and Southampton in the UK. The key element of the
CSI is the "24 hour rule". Carriers are required to provide CPB with consignment details
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(electronic manifest data) at least 24 hours before containers are shipped. US Customs has a
team of officers working in the UK tasked with supporting the CSI programme, to pre-screen
goods based on the advance information and, where there is deemed to be a high risk, to work
with national Customs officers and investigate, for example through the use of x-ray scanners.
CPB officials in the UK spend most of their time at UK ports and work alongside HMRC officers
but are formally attached to the US embassy and do not have executive powers.

Secure Freight Initiative (SFI)
The Secure Freight Initiative, co-sponsored by the USA's Departments of Homeland Security and
Energy, aims to build upon existing port security measures, like those of the CSI, to prevent
terrorists from using nuclear or other radiological materials to attack the global maritime supply
chain or using cargo containers to export the resources for such an attack to the US. The SFI
enhances the US government's ability to scan containers for nuclear and radiological materials
overseas and to better assess the risk of inbound containers, through the deployment of next-
generation tools, integrated systems and other proven technologies to scan maritime container
cargo. The programme was announced in December 2006 and initially piloted in six ports: the
Port of Qasim, Pakistan; Puerto Cortes, Honduras; Southampton, United Kingdom; Port Salalah,
Oman; the Port of Singapore; and the Gamman Terminal at Port Busan, Korea. SFI
arrangements at Southampton require all US bound cargo and all cargo transiting though the US
to be scanned before entering the port. In addition to the x-ray scanning, scans are also carried
out for radioactive materials. Scanning facilities have been built and financed with US funds and
are managed by US customs officers alongside their HMRC colleagues.

Bioterrorism Act
In 2002 US Congress passed the Bioterrorism Act aimed at reducing the ability for international
terrorists to carry out terrorist attacks in the US by contaminating imported foods. The Act
requires that the US Food and Drug Administration receive prior notice before food is imported or
offered for import into the United States. The Act also requires any non-US food exporters, like
those based in the UK, to register with the US Food and Drug Administration. The requirement to
register extends to owners, operators, or agents in charge of facilities that manufacture, process,
pack or hold food for human or animal consumption.

UK Initiatives

In addition to implementing international and European security initiatives, the UK has developed
a number of additional measures.

Immigration, Asylum and Nationality (IAN) Act 2006
The IAN Act introduced a new police power of passenger, crew and freight data acquisition. The
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power is aimed at enhancing the police's ability to effectively target terrorist activity and serious
organised crime and allow for more intelligence-led targeted interventions, reducing the impact
on legitimate traffic. The Act also includes a duty to share information. The police will share the
freight information acquired with HMRC and the UK Immigration Service (UKIS) to the extent that
it is likely to be of use for their respective purposes. Although it is expected that these provisions
will build upon the existing data capture and sharing capabilities of the border agencies,
implementation is dependent upon further secondary legislation. Much of the consultation
exercise prior to the creation of any secondary legislation is still ongoing. Initially consultation
seemed to suggest the re-introduction of controls on goods moving within the European Union.
After much industry lobbying and with the European Commission having expressed its
uncertainty, requirements for inter-EU declarations are likely to be relaxed and refocused around
intelligence leads.

e-Frontiers and e-Borders
Associated with the IAN Act's freight data capture powers is the e-Frontiers project, the aim of
which is to transform the capability for intelligence-led selection of freight targets for intervention.
Electronic pre-arrival information (e.g. manifests) will be matched against suspect lists and
profiles to identify high-risk freight movements prior to their arrival in the UK.  The Freight
Targeting System (FTS) has been piloted to test the concept of an automated, real-time risk
assessment capability and is being taken forward within the context of other frontier related
initiatives. In essence, e-Frontiers/FTS is intended to be for freight what e-Borders is for
passengers. e-Borders's main purpose is to collect and analyse passenger and crew data
provided by carriers (air, sea and rail) in respect of all journeys to and from the United Kingdom
in advance of their travel.

Multi Agency Threat and Risk Assessment (MATRA)
The MATRA programme is a joint initiative of the Department for Transport (DfT) and the Home
Office. It follows a recommendation made by Sir John Wheeler in his 2002 Review of Airport
Security. MATRA aims to encourage and develop greater joint working between all security
stakeholders in the air environment and arrive at a security plan which is jointly-owned and which
can be routinely revisited to take into account future developments. MATRA stakeholders include
uniformed police, Special Branch, Customs and Excise, Immigration, DfT Aviation Security
Inspectors and the aviation industry (airport operators, air carriers, cargo agents, general aviation
and other commercial concerns). In addition to MATRA is the separate risk framework, the
Border Agency Risk Assessment Tool (BARAT).  MATRA addresses the specific security of the
port, whereas BARAT addresses the wider threat that is posed to the UK through that port.
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Programme Cyclamen
Programme Cyclamen is a counter-terrorism initiative managed jointly by the Home Office and
HMRC which seeks to prevent the illicit importation of radioactive material into the UK through
routine screening at ports. The programme has been rolled out across many of the UK's air, sea
and ferry ports and requires both goods and passengers to be screened for radioactive
materials. The Home Office has the lead responsibility for the implementation of this programme
at the ports whilst HMRC is responsible for operating the equipment at points of entry and for the
initial detection of any imported radiological or nuclear material. In line with other arrangements,
all serious incidents and criminal activity are dealt with by the Police.

Industry Specific Security Schemes, Memoranda of Understanding and other Formalised
Agreements
There are many other types of recent security initiatives which can be observed in the UK. For
example, there are numerous Memoranda of Understandings (MoUs) between shipping lines,
port operators and HMRC, and other similarly formalised agreements. In addition, there are UK
specific industry standards, for example the Road Haulage Industry Minimum Security Standard
(RHIMSS). RHIMSS was created specifically to prevent crime and was developed by the industry
in close cooperation with the Association of Chief Police Officers and the insurance industry.
MoUs that are in place between HMRC, shipping lines, port operators and others can cover
many different types of issues, including: the sharing of intelligence and 'tip-offs'; access to
commercial IT systems for investigation purposes; sharing of equipment and resources; and,
putting in place emergency procedures (for example following a terrorist attack). 

Strategic Export Controls
Licences to export arms and other goods controlled for strategic reasons are issued by the
Department for Business, Enterprise and Regulatory Reform's (BERR) Export Control
Organisation (ECO). Strategic goods requiring an export licence fall into three catagories: i)
goods, technology and software designed or modified for military use; ii) goods, technology and
software intended for civil purposes that could be used for a military purpose or in the
development of weapons of mass destruction; or iii) goods on the EU's Human Rights list.
Examples of the latter are goods used for capital punishment and torture. The list of goods falling
into these categories is frequently updated and amended to accommodate changes in perceived
threats and risks. The strategic export controls regime often involves periodic business audits by
BERR and frontier checks by HMRC. The regime is supported by the recently developed SPIRE
system, a web based system aimed at facilitating licensing applications, administration and
cooperation between BERR and other UK government departments (DFID, MoD) as well as
HMRC frontier checks.

19A UK Review of Security Initiatives in International Trade



The majority of control requirements are defined by international conventions and treaties. These
include the Treaty on the Non-Proliferation of Nuclear Weapons, the Biological and Toxin
Weapons Convention, the Chemical Weapons Convention, the Wassenaar Arrangement, UN
Security Council Resolution 1540 and other agreements concerning weapons of mass
destruction. The EU implementation of these instruments includes Council Regulation
EC/1334/2000 (the Dual Use Regulation), Council Regulation EC/1236/2005 (the "torture
Regulation"), and numerous additional EU sanctions and anti-terrorism orders.  UK legislation,
which can go over and above EU requirements, includes: the Export Control Act 2002; the
Export of Goods, Transfer of Technology and Provision of Technical Assistance (Control) Order
2003 (the "Main Order"); the UK National Military List; the UK National Explosive-Related List;
the UK National Security and Paramilitary List; the UK National Dual-Use Control List Trade in
Goods (Control) Order 2003; the Trade in Controlled Goods (Embargoed Destinations) Order
2004; and the Export of Radioactive Sources (Control) Order 2006.

Goods specific controls and prohibitions and restrictions
The list of goods subject to additional controls, including prohibitions and restrictions, is long (see
for example, HMRC Customs Tariff Vol.1). Many of the controls contain an underlying security
objective listed in Table 2 and Table 5. Each of these goods specific controls has its own
regulatory institution. While HMRC and Local Authorities or Port Health are usually responsible
for most of the frontier checks in the UK, a wide range of government departments are
responsible for licensing and regulatory policy. A comprehensive review of underlying legislation,
procedures and initiatives within this area is outside the scope of this report, however, the two
LACORS (2003) reports commissioned by SITPRO give some insight into the complexity
associated with, for example, the Veterinary and Phytosanitary measures.

Aviation Security
Following the Lockerbie disaster in 1988, the UK has been particularly sensitive to aviation
security matters and pioneered the "known shipper" concept. This concept requires businesses
to be suitably authorised if handling cargo destined for loading onto an aircraft. These security
provisions now also form part of EU Regulation EC/2320/2002 Common Rules in the Field of
Civil Aviation Security. Subsequent to this regulation, seven further instruments were drawn up
under the auspices of AVSEC (the Aviation Security Regulatory Committee) to "ensure technical
adoption" of EC/2320/2002. These secondary instruments add more detail to the framework
Regulation, and currently cover such issues as quality control, inspections and defining the parts
of airports restricted for security purposes. They are mirrored in similar legislation for seaports
arising from the ISPS Code (2002), implemented in EC Reg. 725/2004. These measures are
supplemented by numerous instruments and recommendations set by ICAO and IATA.
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6 LACORS, "Importation of Goods Subject to Animal or Plant Health Regimes", (SITPRO Ltd., London, 2003)
[http://www.sitpro.org.uk/reports/lacors.html]














